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Understanding |IOT

What is Exactly Internet of Things¢



The First Internet Connected

Appliance

- 1982




Kevin Ashton

oined Internet-of-Things termin
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Smart Systems and the Internet of Things
are driven by a combination of:

(1)SENSORS /' (2) CONNECTIVITY 3) PEOPLE &

& ACTUATORS PROCESSES

Source: https://www.postscapes.com/what-exactly-is-the-internet-of-things-infographic/



S E N S O RS & ACTUATORS

We are giving our world a digital nervous system. Location data using GPS sensors. Eyes
and ears using cameras and microphones, along with sensory organs that can measure
everything from temperature to pressure changes.

m Machine Vision / Optical »:}
@/r Ambient Light ‘

Position / Presence / Proximity

*

Motion / Velocity / Displacement

éca

Temperature

»9

Humidity / Moisture

) 4

Electric / Magnetic

Leaks / Levels

Acoustic / Sound / Vibration

Force / Load / Torque
Strain / Pressure

Source: https://www.postscapes. co)m/what exactly-is-the-internet-o

iy
-mg@aphic/

Chemical / Gas




€) CONNECTIVITY

These inputs are digitized and placed onto networks.

LTE Advanced

Cellular 4G / LTE

3G - GPS / GPRS

2G / GSM / EDGE, CDMA, EVDO
WEIGHTLESS

WIMAX
LICENSE-FREE SPECTRUM

DASH 7

BLUETOOTH

UWB
laj Z-WAVE
ZIGBEE o
6LOWPAN S

NFC

WAN
Wide Area Network - 802.20

POWERLINE
ETHERNET
PRINTED

MAN
Metropolitan Area Network -802.16

LAN
Local Area Network - 802.11

IPv4 IPv6 UDP DTLS RPL Telnet MQTT DDS CoAP XMPP HTTP SOCKETS REST API PAN

Source: https://www.postscapes.com/what-exactly-is-the-internet-of-thifgs infograp

nal Area Network - 802.15
ic/



€) PEOPLE & PROCESSES

These networked inputs can then be combined into bi-directional systems that integrate data,
people, processes and systems for better decision making.

)

™ Z Customer Relationship

ey & Support
Mﬁmamms & Cloud/API

! r
E- A
e e | Upgrades & Configurations

Location &
Tracking

Financial

/. Control & Automation

? _Supply Chain Management
A

N4

Security / Energy - Processes ¢4

Mobile Devices & Apps ‘

Source: https://www.postscapes.com/what-exactly-is-the-ir@net-of—things-fnfographic/



Defining IOT



The Need to Connect

. ﬂ 4 Monitoring of Assets — Typical Everyday

l I"i 1 Questions
| need to
maintain the
quality of my
goods.

Am | healthy?

Who is the When is my
intruder? next bus?

Can | reduce
my electricity
bill’?

What IF we can connect AlLL these assets and get the answers to AlLL these questions?




Internet of Things — The Definition

Self-organizing network of m Exchanging information
objects/things between them and people

e =X

ol Internet as the major Helps in smart decision-
INternet) communication medium Q making by harnessing the data




Safety & Security
Better living standards

Lifestyle
Convenience

Information Generation
Measurements and
tracking

Real-time Information
Better decision making

>
v

Innovation
New business models

Aging Population
Requires better care

Limited Resources
Requires conservation

Govt. Initiatives
Better citizen services




Civilization advances by extending ““
the number of important operations
which we can perform without '] I

thinking about them.

Introduction to Mathematics (1911)

Alfred North Whitehead
(1861 -1947)




loT Architecture

The Communications Vi

mrc Q@ The Clot«

a The Gateway
Special Device =
=
= 1 Ej

Embeded Gateway
=7 |
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loT Maturity Phases
|IOT Maturity

favos

Autonomous

. Control Optimization

| Monitoring

Source: https://iotworld.co/2017/05/20/industry-talk-internet-of-things-journey/



Monitoring

MONITORING

Vehicle Tracking

Source https //|otworld co/2017/05/20/|ndustry taIk mternet,Qi 33

v }.r . + A
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Controlling

Security Lock
Immoblllzer

Source: https://iotworld.co/2017/05/20/industry-talk-in



Optimizing

Bes’r Route
Safe Fuel
Optimize Engine




Autonomous

AUTONGMOUS-

Self-Cruising

Safe- Smlm
_r rce: https://iotworld. co/2017/05/20/|nd‘®‘try talk-infernet- of-thmgs-JOHirney
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FLYING TAN

ANV - Autonomous Aerial Vehide -




|OT Ecosystem 2016
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Building IOT Solutions

Leveraging the IOT Ecosystem



ABCD’s of loT
» Big Data Ar?alytics

Applications

a5+ people will go from 7% o
2% v W30

» Connectivity and Communication

. . Edge Node /
R O A

. -‘ «:» Gateway
..‘ . \ Internet

» Devices — that are smart!




Value is Created by Making Sense of
Data

I Wisdom I ~ Evaluated understanding

Understanding P Appreciation of -
I
]

Knowledge Answers to - questions.
- =

= n v WHO  WHAT
Information sfi




Example: Smart Parking

Wisdom

) [
- - Why my parking utilization is

lowe

N/A

Understanding

R

How fo implement a fiered

| charginge
Knowledge How fo find “Dvers’rqyed"
- vehiclese
- Who park at this lof?
: What kind of vehicle?

parking lofe

H When is the peak
iod2

e periods
- Empty (0), Full {1)



Smart Parking

Smart Parking Location of Parking Tiered Pricing
With Sensors Parking Utilization Parking
Availability




Example: Smart Waste Management

Wisdom

- - Why the garbage fruck not picking

N/A

; the garbage®
Understanding Why a particular area is full of
/1 garbage?

Knowledge
=
Information
1
‘ Data |I

How to plan the route of the frucks?
' How many days fill the next
collection?

ho is collecting the garbage?
the status of the garbage bin?
n was the garbage collecieds
' location of the full bing

Empty (0], Full (1)



Smart Waste Management

“I'M FULL”

ALERT
—_—
UNATTENDED
GARBAGE

RIGHT ROUTES TIMELY SCHEDULE



Design Challenge: Flood Monitoring




o

e o e e

. Early warning system for floods

0T based Flood Monitoring — Value
Proposition

Locating the area of violafion
(cause of tloods)

Eificient rescue planning
Plan the widening of the river banks
Plan deepening of the river bed

Predict the condifions of flooding

when coupled with a weather
station, astronomical, fide and GIS.




Design Cases

BN TRANSPORTATION + SMART CITIES

. Using the cars’s parking details the
sagasen vehicle schedules a mobile mechanic to

Sofia and her son Luis are on theirway ..,
Downtown for an appointment. ¥ Se,

: change the oil while the two are away
(\\.: : forthe afternoon.

. . . (ﬁ s\
Wireless sensors embedded in the parking lot :
help direct the car to an open spot in the city § ,
while also initiating the parking fee. -9 o o

In Downtown San Francisco 20-30% of all traffic congestion
is caused by people hunting for a parking spot.

- San Francisco Municipal Transportation Agency (SFMTA)




HEALTHCARE + SMART HOME

Wireless sensors throughout his house help
measure healthy activity levels, sleeping
l I patterns and medication schedules. e« eseeesee

Aging uncle Earl is still living ({(. ‘
isolated at his home and you are
concerned about his safety. T

Alerts are automatically
sent to health care services
and authorized family
members if any abnormal
activity is detected.

-----------------------------

40 million adults age 65 and over will be
living alone in the U.S, Canada and Europe.

- U.S. Department of Health and Human Services: Administration for Community Living (ACL)




BN SMART BUILDINGS + MOBILITY Em——.

Anna is being pressured to reduce her company’s N
expenses for their new corporate office. (“ T /
{
11

After speaking with experts she decides to install sensors to automate energy . il pu—
usage according to building occupancy, people flow, temperature, and other -
ambient conditions -- improving the building’s overall efficiency.

Energy used by commercial and industrial
buildings in the US creates nearly 50% of
our national emissions of greenhouse gases.

- United States Environmental Protection Agency
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And Many More loT Applications!

N

Industrial
Control

m Smart Cities {TII Smart Water

C
Smart Grid ﬁfh Smart Farming .SmartHomes

Smart . @
. mgr .- Smart Retail sﬂ- eHealthcare
Environment o =

Safety and . Customer
. Smart Logistics .
Security Service




The Future of Customer Service

loT No

Proactive, Experience
Best YEENNE

Experience Iternet Future

Web,

Chat

Telephone Real-time

1-800




loT is Pervasive Computing!

Personal Pervasive
Computing Computing Computing




The Jﬂy of Tech . by Mitrozac & Snaggy

DID YOouw SEE

AT LEAST ¥Ou

SET UseD
I NEVER DHDS
ALL HE EATS
IS TAKE-OUTS

FREMCH FRY.
LAZYBONES CAMN
DD IT HIMSELFS

What yvour Internet of Things is saying about yvou...
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IOT World Roadmap



|OT in Malaysia

National 10T strategic roadmap

Malaysia as the
Premier Regional loT Development Hub
-y

P

To create a national ECOSYSTEM to enable the proliferation of use and industrialisation of

L loT as a new source of economic growth

4 N
RM9.5B (2020) 14,270 jobs 146 local
RM42.5B (2025) (2020) patents to be
exploited

. ECONOMY EMPLOYMENT EDGE .

: Strengthen Malaysia as
gg:duc:!:l Malaysian the Regional
Sy Technopreneurs Development Hub
- 7
( i. Transformation of SMEs i. loT Malaysia )
ii. Alignment with existing initiatives ii. Open Innovation Framework
iii. Open Community Data Framework

. SHORT-TERM GAME-CHANGING J

Source: https://iotworld.co/2017/05/20/industry-talk-internet-of-things-journey/



|IOT implementation in the world

Canada:

* Started in 2010: I-CANADA

* Healthcare, TeleWork,
e-commerce, education &
gavernment

= Public Sector

s Smart City

USA:

= Started in 2010: SmartAmerica

= Areas: Manufacturing,
healthcare, energy,
transportation & disaster
response, government,
aeronautics & social media

Europe:
» Started in 2011

* Smart Cities & Community

» Cognitive loT
» Smart abjects
» Smart transportation

South Africa: —
= Started in 2010
= |oTEG [loT Egineering Group),

CSIR Meraka

= Applications: Connected devices,
energy efficiency, enabling smart

environments

—

Europe & Japan:

* Started in 2013

* ClouT: Joint European-Japanese
ICT project for smart cities

Russia:

= 2020 target: US$980M

* Vehicles, smart parking, smart
cities’ payment terminals,
devices and sensors

Korea:

* Started in 2003

* Smart city & smart government

s 2014: 56 netwark technolagy
[intelligent networks)

- Japan:

= Started in 2010

* Home energy management:
‘Yokohama city, Kansal Science
City & Kitakyushu city

s Transport: Toyota City

» Applications: Vending machines,
transportation management,
surveillance & e-wallet services

T~ China:

India:

» Started in 2010

» Areas: Water, energy &
waste resource efficiencies,
EI"I‘.I'II"UI'II'I'IEI'I'[EIL gUUE'FI'IEIJ'lCE

I Singapore:

» Started in 2013

products & srnart nation

Source: https://iotworld.co/2017/05/20/industry-talk-internet-of-things-journey/

» Areas: Wireless technology, smart

» Started in 2005

* Traffic systemns & loT

= 2011: Food safety & healthcare in
remote & rural areas

Australia:

s Started in 2010

* Renewable energy & electric
vehicles

* Healthcare, government &
infrastructure



ATT IOT Stories

R&D and Products
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loT Platfom

Application

7/ \
/ \
’ u \  WPAN Gateway / IEEE 802.15.4

\ - N

N =3
e | l\"‘s/)))))))))

WPAN Devices / IEEE 802.15.4 Cellular Gateway

- =~

I/;G’ ;lﬁ TE \\7773 I
N

U

TRTL LA,

—_ e -

. WPAN Devices / IEEE 802.15.4 LAN Devices
Cellular Devices



Smart Door Access v1.0

-1

WPAN Devices / IEEE 802.15.4

\

T

loT Platfom

WPAN Gateway / IEEE 802.15.4
RN
N

/
/

/ Features

*  Each door were equipped with:
*  TelG mote with IEEE 802.15.4 connectivity
*  Intrusion detection and alert system
e RFID-based access control
e Wireless remote controller
o Monitoring/ Access System web-application:
o User management
e Activity log

o Access control

o Different access credentials scheme
o Access scheduling

UNIVERSIT TEXHOLOGH MALAYIIA

Application




Smart Door Access v1.0 ®GUTM

loT Platfom

_———-

’
/7 N
/ N\
/ F \  WPAN Gateway / IEEE 802.15.4

- N

\
ey /
: \.g R
I . \
| |x;

Application

Each door’s TelG were equipped with: \
 RFID reader

e Door gap sensor

 Magnetic lock

e Exit button

 |EEE 802.15.4 transceiver

e LEDs

* Buzzer

The devices is not directly accessible from external
network
irovatif reneurial e global




Smart Door Access v1.0 ®GUTM

loT Platfom

Application

WPAN Devices / IEEE 802.15.4

Communication:
e Multi-hop protocol

e AES encrypted

Remote controller act as a “remote sensor”

inovatif e entrepreneurial e global



Smart Door Access v1.0 ®GUTM

loT Platfom

Application

WPAN Devices / IEEE 802.15.4

Gateway:
e |EEE 802.15.4 to WLAN and LAN
interface

 Middleware exposing the services
provided by WPAN devices to the
external network (custom protocol)

e Communicate with external network

\ using REST protocol /

inovatif e entrepreneurial e global




Smart Door Access v1.0 ®GUTM

loT Platfom

_———-

Application

\\\\\

WPAN Devices / IEEE 802.15.4

ﬁto rage:

e Users credentials and access level

e Userslog
Middleware
* APIs to control the WPAN devices
Application server
k Web-based integrated solution /

inovatif e entrepreneurial e global




Smart Door Access v1.0

WPAN Devices / IEEE 802.15.4

loT Platfom

Web application:

N

Record/Log management
Access control interface
User management interface
Status monitoring

inovatif e entrepreneurial e global

@ UNIVERSIT TEXHOLOGH MALAYIIA

Application



Smart Door Access v2.0

loT Platfom

Features

*  Each door were equipped with:
e RPiwith WLAN/LAN/BLE connectivity
*  Intrusion detection and alert system
e NFC-based access control
®  Smart Phone remote controller
o Monitoring/ Access System web-application:
U User management
e Activity log
e Access control
e Different access credentials scheme
*  Access scheduling
*  Does not require a special gateway device
*  Backward compatible with Smart Door Access vI.0

App

/

Smart Door Access v1.0

——

inovatif e entrepreneurial e global

™

lication

UNIVERSIT TEXHOLOGH MALAYIIA




loT Platfom

Smart Door Access v2.0 ®GUTM

Each door’s were equipped with: \
e NFCreader,

e WLAN/LAN/BLE connectivity ~
e Same as Smart door access v1.0 I’r:'?err'n\é’{
* Local storage

Application

S

WLAN / LAN Gateway

-~~~

Each device is directly accessible from
external network via gateway

Capable of acting as a Smart Door Access
v1.0 gateway (extra H/W)

Stand-alone deployment would host
everything locally

Smart Door Access v1.0

inovatif e entrepreneurial e global



loT Platfom

Smart Door Access v2.0 ®GUTM

Application

Communication: \
e Utilize WLAN/LAN technologies (TCP/IP

based)

 Normal WLAN/LAN router as the
gateway

e Compatible with REST, MQTT and
Socket.io protocols

e Extendable to communicate with
almost any other technologies i.e.
Zigbee, LoRa, Bluetooth and etc.

e Higher security i.e. SSL/TSL.

TCP/IP allows the device to be accessed
directly from the external network
(excluding firewall and NAT) e

Smart Door Access v1.0

inovatif e entrepreneurial e global



™

Smart Door Access v2.0

loT Platfom

WLAN or LAN router/switch/hub

* No special configurations are
necessary

e Optional for stand alone

deployment
-

Smart Door Access v1.0

inovatif e entrepreneurial e global



™

Smart Door Access v2.0

loT Platfom

WLAN or LAN router/switch/hub

* No special configurations are
necessary

e Optional for stand alone

deployment
-

Smart Door Access v1.0

inovatif e entrepreneurial e global



Smart Door Access v2.0

Storage:

e Users credentials and access
level

e Users log

Middleware

e APIs to control the WPAN
devices

e REST and MQTT support
Application server

 Web-based integrated solution

In stand alone deployment these

functionalities would be retained
whin the LAN/WLAN devices

9 UTM
loT Platfom U UNIVERSIT TEKNOLOGI MALAYSIA
T 3

Application

Smart Door Access v1.0

inovatif e entrepreneurial e global



™

UNIVERSIT TEXHOLOGH MALAYIIA

Smart Door Access v2.0

loT Platfom

Application

/\Neb application:
e Record/Log management
* Access control interface
e User management interface
e Status monitoring
\0 “Real-time” monitoring

Smart Door Access v1.0

inovatif e entrepreneurial e global
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UNIVERSIT TEXHOLOGH MALAYIIA

Guard Touring System

loT Platfom

~_ e -

Cellular/WLAN Devices



Guard Touring System
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/ Checkpoint Scan Panic Alert
(NFC)

B picture, voice fealt .
2m s Messaging eal-time reporting

ﬁ Capable of locking % Real-time position
the smart phone to % monitoring

be single-purpose

device

e

A o =
coue @ v Celullar and WiFi

Data

connectivity

& REST and Socket.io

APlIs

~

/

Cellular/WLAN Devices



Guard Touring System
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compilation

Data stream rules
management

N

Automatic report (; o
e @ loT Framework delivering
real-time data transfer

Data management s

and storage center D-u center

Application
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Device/User management

Data analytics and
Dashboard

1S5 ap

REST, MQTT and
Socket.io APIs

Web-application
server

/
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Guard Touring System

loT Platfom
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Application

/

Time keeping
Automatic record of
check-in/out

{ \ Web Application
i /  Real-time data transfer using
loT technology.

A No installation (Maintenance
Incidents Report free on the client side)

Monitor incident in

real-time (-(-(
Guard t Advanced Reporting (-(- WLAN / LAN Gateway

uar_ 9ur Create multiple report (Patrol P N
monitoring log/incidents log etc. I/I" ! J \
Tracking touring i [
progress in real-time ) \ 'R f l'

/::\;i‘,‘\f%’ B ’ /7
Y ~ 7 — -
ST
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oT based Warehouse
Management System Using RFID

Advantages:

— the movement of goods can be
tracked in real-time,

— shelf space can be managed
more effectively

— inventory control is improved

— the amount of  human
involvement in the supply chain
management is reduced
considerably.




In theory, there is no difference between
theory and practice.

But, in practice, there is
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