
Internet‐of‐Things (IoT)
Your 7th Sense

CICT Cares Day

23 November 2017 | CICT UTM JB

By

Dr Rozeha binti A. Rashid

Advanced Telecommunication Technology (ATT) Research Group

Faculty of Electrical Engineering

UTM JB

www.fke.utm.my/research‐groups/att/, https://www.facebook.com/ATTfkeUTM/



Outline
Understanding IOT

Defining IOT

Building IOT solutions

IOT World Roadmap

ATT IOT Stories





The First Internet Connected 
Appliance ‐ 1982



Kevin Ashton
Coined Internet‐of‐Things term in 
1999  



26 billions connected devices by 2020 

Source: http://www.informationisbeautiful.net/visualizations/the‐internet‐of‐things‐a‐primer/





Source: https://www.postscapes.com/what‐exactly‐is‐the‐internet‐of‐things‐infographic/
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Source: https://www.postscapes.com/what‐exactly‐is‐the‐internet‐of‐things‐infographic/



Source: https://www.postscapes.com/what‐exactly‐is‐the‐internet‐of‐things‐infographic/



Defining IOT



The Need to Connect



Internet of Things – The Definition







IoT Architecture 

The Things

The Gateway

The Cloud

The Enterprise 
Applications 

The Communications



IoT Maturity Phases

Source: https://iotworld.co/2017/05/20/industry‐talk‐internet‐of‐things‐journey/



Monitoring

Source: https://iotworld.co/2017/05/20/industry‐talk‐internet‐of‐things‐journey/



Controlling

Source: https://iotworld.co/2017/05/20/industry‐talk‐internet‐of‐things‐journey/



Optimizing

Source: https://iotworld.co/2017/05/20/industry‐talk‐internet‐of‐things‐journey/



Autonomous 

Source: https://iotworld.co/2017/05/20/industry‐talk‐internet‐of‐things‐journey/







IOT Ecosystem 2016





Applications Big Data Analytics

Connectivity and Communication Devices – that are smart!

ABCD’s of IoT



Value is Created by Making Sense of 
Data



Example: Smart Parking



Smart Parking



Example: Smart Waste Management



Smart Waste Management



Design Challenge: Flood Monitoring



IoT based Flood Monitoring – Value 
Proposition



Design Cases









And Many More IoT Applications!



The Future of Customer Service



IoT is Pervasive Computing!







IOT World Roadmap



IOT in Malaysia
National IOT strategic roadmap

Source: https://iotworld.co/2017/05/20/industry‐talk‐internet‐of‐things‐journey/



IOT implementation in the world

Source: https://iotworld.co/2017/05/20/industry‐talk‐internet‐of‐things‐journey/



ATT IOT Stories
R&D and Products



WPAN Devices / IEEE 802.15.4

WPAN Gateway / IEEE 802.15.4

WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

WPAN Devices / IEEE 802.15.4

Internet

Cellular Devices

Cellular Gateway

Application

IoT Platfom



Smart Door Access v1.0

WPAN Gateway / IEEE 802.15.4

Intranet/Internet

Application

IoT Platfom

Features

• Each door were equipped with:
• TelG mote with IEEE 802.15.4 connectivity
• Intrusion detection and alert system
• RFID-based access control
• Wireless remote controller

• Monitoring/Access System web-application:
• User management
• Activity log
• Access control

• Different access credentials scheme
• Access scheduling

WPAN Devices / IEEE 802.15.4



WPAN Gateway / IEEE 802.15.4

Application

IoT Platfom

Each door’s TelG were equipped with:
• RFID reader
• Door gap sensor
• Magnetic lock
• Exit button
• IEEE 802.15.4 transceiver
• LEDs
• Buzzer
The devices is not directly accessible from external 
network

Intranet/Internet

Smart Door Access v1.0



WPAN Gateway / IEEE 802.15.4

Application

IoT Platfom

Communication:
• Multi‐hop protocol
• AES encrypted
Remote controller act as a “remote sensor”

WPAN Devices / IEEE 802.15.4

Intranet/Internet

Smart Door Access v1.0



WPAN Gateway / IEEE 802.15.4

Application

IoT Platfom

Gateway:
• IEEE 802.15.4 to WLAN and LAN 

interface
• Middleware exposing the services 

provided by WPAN devices to the 
external network (custom protocol)

• Communicate with external network 
using REST protocol

WPAN Devices / IEEE 802.15.4

Intranet/Internet

Smart Door Access v1.0



WPAN Gateway / IEEE 802.15.4

Application

IoT Platfom

Storage:
• Users credentials and access level
• Users log
Middleware
• APIs to control the WPAN devices
Application server
• Web‐based integrated solution

WPAN Devices / IEEE 802.15.4

Intranet/Internet

Smart Door Access v1.0



WPAN Gateway / IEEE 802.15.4

Application

IoT Platfom

Web application:
• Record/Log management
• Access control interface
• User management interface
• Status monitoring

WPAN Devices / IEEE 802.15.4

Intranet/Internet

Smart Door Access v1.0



WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

Smart Door Access v1.0

Internet

Application

IoT Platfom

Features

• Each door were equipped with:
• RPi with WLAN/LAN/BLE connectivity
• Intrusion detection and alert system
• NFC-based access control
• Smart Phone remote controller

• Monitoring/Access System web-application:
• User management
• Activity log
• Access control

• Different access credentials scheme
• Access scheduling

• Does not require a special gateway device
• Backward compatible with Smart Door Access v1.0

Smart Door Access v2.0



WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

Smart Door Access v1.0

Internet

Application

IoT Platfom

Each door’s were equipped with:
• NFC reader,
• WLAN/LAN/BLE connectivity
• Same as Smart door access v1.0
• Local storage

Each device is directly accessible from 
external network via gateway

Capable of acting as a Smart Door Access 
v1.0 gateway (extra H/W)

Stand‐alone deployment would host 
everything locally

Smart Door Access v2.0



WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

Smart Door Access v1.0

Internet

Application

IoT Platfom

Communication:
• Utilize WLAN/LAN technologies (TCP/IP 

based)
• Normal WLAN/LAN router as the 

gateway
• Compatible with REST, MQTT and 

Socket.io protocols
• Extendable to communicate with 

almost any other technologies i.e. 
Zigbee, LoRa, Bluetooth and etc.

• Higher security i.e. SSL/TSL.

TCP/IP allows the device to be accessed 
directly from the external network 
(excluding firewall and NAT)

Smart Door Access v2.0



WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

Smart Door Access v1.0

Internet

Application

IoT Platfom

WLAN or LAN router/switch/hub
• No special configurations are 

necessary 
• Optional for stand alone 

deployment

Smart Door Access v2.0



WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

Smart Door Access v1.0

Internet

Application

IoT Platfom

WLAN or LAN router/switch/hub
• No special configurations are 

necessary 
• Optional for stand alone 

deployment

Smart Door Access v2.0



WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

Smart Door Access v1.0

Internet

Application

IoT Platfom

Storage:
• Users credentials and access 

level
• Users log
Middleware
• APIs to control the WPAN 

devices
• REST and MQTT support
Application server
• Web‐based integrated solution

In stand alone deployment these 
functionalities would be retained 
within the LAN/WLAN devices

Smart Door Access v2.0



WLAN DevicesLAN Devices

WLAN / LAN Gateway

WPAN / WLAN Gateway

Smart Door Access v1.0

Internet

Application

IoT Platfom

Web application:
• Record/Log management
• Access control interface
• User management interface
• Status monitoring
• “Real‐time” monitoring

Smart Door Access v2.0



WLAN / LAN Gateway

Internet

Cellular/WLAN Devices

Cellular Gateway

Application

IoT Platfom

Guard Touring System



WLAN / LAN Gateway

Internet

Cellular/WLAN Devices

Cellular Gateway

Application

IoT Platfom
Checkpoint Scan 
(NFC)

Picture, voice 
call & Messaging

Panic Alert

Real‐time reporting

Real‐time position 
monitoring

Capable of locking 
the smart phone to 
be single‐purpose 
device

Celullar and WiFi
connectivity

REST and Socket.io 
APIs

Guard Touring System



WLAN / LAN Gateway

Internet

Cellular/WLAN Devices

Cellular Gateway

Application

IoT Platfom

Automatic report 
compilation IoT Framework delivering 

real‐time data transfer

Data management 
and storage center

Device/User management 
center

Data stream rules 
management

Data analytics and 
Dashboard

REST, MQTT and 
Socket.io APIs

Web‐application 
server

Guard Touring System



WLAN / LAN Gateway

Internet

Cellular/WLAN Devices

Cellular Gateway

Application

IoT Platfom

Time keeping
Automatic record of 
check‐in/out

Incidents Report
Monitor incident in 
real‐time

Guard tour 
monitoring
Tracking touring 
progress in real‐time

Advanced Reporting
Create multiple report (Patrol 
log/incidents log etc.

Web Application
Real‐time data transfer using 
IoT technology.
No installation (Maintenance 
free on the client side)

Guard Touring System





IoT based Warehouse 
Management System Using RFID

Advantages:
– the movement of goods can be
tracked in real‐time,

– shelf space can be managed
more effectively

– inventory control is improved
– the amount of human
involvement in the supply chain
management is reduced
considerably.
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